Setup Security Key for Okta MFA

Yubikey Security Key is a Multi-Factor Authentication (MFA) USB key which verifies you are the one
logging onto your account. When working remotely you will have to verify your identify by inserting the
Security Key into your computer and pressing the button with Okta prompts you.

If you lose this key it is critical that you notify ISD (isdhelp@eskaton.org) immediately so we can delete
the key from your account and issue a new one. You will need this key to work remotely so keep it on
your key ring or on you person.

Note: If you are using a personal computer please make sure you have Citrix Workspace installed and
updated. You can download the latest by going to https://remote.eskaton.org.

Setup your Security Key
1. On your computer, sign onto Okta (https://eskaton.okta.com) using a local browser like Google
Chrome.

a. If prompted, the username and password is the same as your work Windows computer.
2. Click on your name in the upper right, then Settings.
3. Select Edit Profile then Scroll down to Extra Verification and then click Setup next to Security
key or Biometric Authenticator.
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4. You will be prompted to Set up multifactor authentication. Please choose Configure Factor.
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You will be prompted to setup your security key. Please choose Enroll.
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If you haven’t setup your security key please press OK and then create a PIN for the security

key. Please use the last 4 digits of your SSN. Then press OK. You will have to use this PIN on
every new computer you use.



Note: You do not get this prompt, reinsert your key the other way.
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7. Touch your security key to finish the setup.
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Using your security key
1. Go to https://eskaton.okta.com and sign in using your Eskaton credentials



a. Use your username and password, not your email.
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2. Insert your security key
3. If prompted, enter your PIN
4. When prompted by Okta, touch the button on your security key
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5. Once on your Okta Dashboard, select Citrix Gateway (Citrix NetScaler) to access your Citrix
Applications
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